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BSCIT SEMESTER VI SYLLABUS FOR INTERNAL EXAM 

 
SR.NO. COURSE SYLLABUS FOR INTERNAL TEST 

1 Software 

Quality 

Assurance  

Unit I: 

Introduction to Quality:  

Historical Perspective of Quality, What is Quality? (Is it a fact or perception?), 

Definitions of Quality, Core Components of Quality, Quality View, Financial Aspect of 

Quality, Customers, Suppliers and Processes, Total Quality Management (TQM), 

Quality Principles of Total Quality Management, Quality Management Through 

Statistical Process Control, Quality Management Through Cultural Changes, Continual 

(Continuous) Improvement Cycle, Quality in Different Areas, Benchmarking and 

Metrics, Problem Solving Techniques, Problem Solving Software Tools.  

Software Quality: 
Introduction, Constraints of Software Product Quality Assessment, Customer is a King, 

Quality and Productivity Relationship, Requirements of a Product, Organisation Culture, 
Characteristics of Software, Software Development Process, Types of Products, 
Schemes of Criticality Definitions, Problematic Areas of Software Development Life 

Cycle, Software Quality Management, Why Software Has Defects?Processes Related to 
Software Quality, Quality Management System Structure, Pillars of Quality 
Management System, Important Aspects of Quality Management 
Unit II: 

 Fundamentals of testing:  

Introduction, Necessity of testing, What is testing? Fundamental test process, The 

psychology of testing, Historical Perspective of Testing, Definitions of Testing, 

Approaches to Testing, Testing During Development Life Cycle, Requirement 

Traceability Matrix, Essentials of Software Testing, Workbench, Important Features of 

Testing Process, Misconceptions About Testing,Principles of Software Testing, Salient 

Features of Good Testing, Test Policy, Test Strategy or Test Approach, Test Planning, 

Testing Process and Number of Defects Found in Testing, Test Team Efficiency, 

Mutation Testing, Challenges in Testing, Test Team Approach, Process Problems Faced 

by Testing, Cost Aspect of Testing, Establishing Testing Policy, Methods, Structured 

Approach to Testing, Categories of Defect, Defect, Error, or Mistake in Software, 

Developing Test Strategy, Developing Testing Methodologies (Test Plan), Testing 

Process, Attitude Towards Testing (Common People Issues), Test 

Methodologies/Approaches, People Challenges in Software Testing, Raising 

Management Awareness for Testing, Skills Required by Tester, Testing throughout the 

software life cycle, Software development models, Test levels, Test types, the targets of 

testing, Maintenance testing 
Unit III: 

Unit Testing: Boundary Value Testing: Normal Boundary Value Testing, Robust 

Boundary Value Testing, Worst-Case Boundary ValueTesting, Special Value Testing, 

Examples, Random Testing, Guidelines for Boundary Value Testing, Equivalence Class 

Testing: Equivalence Classes, Traditional Equivalence Class Testing, Improved 

Equivalence Class Testing, Edge Testing, Guidelines and Observations 

2 Security in 

Computing 

Unit I: 

Information Security Overview : The Importance of InformationProtection, The 

Evolution of Information Security, Justifying SecurityInvestment, Security 

Methodology, How to Build a Security Program,The Impossible Job, The Weakest Link, 

Strategy and Tactics,Business Processes vs. Technical Controls. 

Risk Analysis: Threat Definition, Types of Attacks, Risk Analysis. 

Secure Design Principles: The CIA Triad and Other Models, DefenseModels, Zones of 
Trust, Best Practices for Network Defense 

Unit II: 

Authentication and Authorization: Authentication, Authorization 

Encryption: A Brief History of Encryption, Symmetric-KeyCryptography, Public Key 

Cryptography, Public Key Infrastructure. 

Storage Security: Storage Security Evolution, Modern StorageSecurity, Risk 

Remediation, Best Practices. 

Database Security: General Database Security Concepts,Understanding Database 



Security Layers, Understanding Database-Level Security, Using Application Security, 

Database Backup andRecovery, Keeping Your Servers Up to Date, Database Auditing 

andMonitoring. 

Unit III: 

Secure Network Design: Introduction to Secure Network Design,Performance, 

Availability, Security. 

Network Device Security: Switch and Router Basics, NetworkHardening 

3 Business 

Intelligence 

Unit I: 

Business intelligence: Effective and timely decisions, Data, information and knowledge, 

The role of mathematical models, Business intelligence architectures, Ethics and 

business intelligence 

Decision support systems: Definition of system, Representation of the decision-making 

process, Evolution of information systems, Definition of decision support system, 

Development of a decision support system 

Unit II: 

Mathematical models for decision making: Structure of mathematical models, 

Development of a model, Classes of models 

Data mining: Definition of data mining, Representation of input data ,Data mining 

process, Analysis methodologies 

Data preparation: Data validation, Data transformation, Data reduction 

Unit III: 

Classification: Classification problems, Evaluation of classification models, Bayesian 

methods, Logistic regression, Neural networks,Support vector machines 

 

4 Principles of 

Geographic 

Information 

Systems  

Unit II: 

 A Gentle Introduction to GIS 

The nature of GIS: Some fundamental observations, Defining GIS,GISystems, 

GIScience and GIApplications, Spatial data and Geoinformation. 

The real world and representations of it: Models and modelling, Maps, Databases, 

Spatial databases and spatial analysis Geographic Information and Spatial Database 

Models and Representations of the real world  

Geographic Phenomena:  

Defining geographic phenomena, types of geographic phenomena, Geographic fields, 

Geographic objects,Boundaries 

Computer Representations of Geographic Information: 

 Regular tessellations, irregular tessellations, Vector representations, Topology 

and Spatial relationships, Scale and Resolution, Representation of Geographic fields, 

Representation of Geographic objects Organizing and Managing Spatial Data 

The Temporal Dimension 

 Unit II: 

Data Management and Processing Systems Hardware and Software Trends 

Geographic Information Systems: GIS Software, GIS Architecture and functionality, 

Spatial Data Infrastructure (SDI) Stages of Spatial Data handling: Spatial data handling 

and preparation, Spatial Data Storage and maintenance, Spatial Query and 

Analysis, Spatial Data Presentation. 

Database management Systems:  

Reasons for using a DBMS, 

Alternatives for data management, The relational data model,Querying the relational 

database.GIS and Spatial Databases: Linking GIS and DBMS, Spatial 

database functionality. 

Unit III: 

Spatial Referencing and Positioning 

Spatial Referencing: Reference surfaces for mapping, Coordinate Systems, Map 

Projections, Coordinate Transformations Satellite-based Positioning: Absolute 

positioning, Errors in absolute positioning, Relative positioning, Network positioning, 

code versus phase measurements, Positioning technology Data Entry and Preparation 

Spatial Data Input: Direct spatial data capture, Indirect spatial data capture, Obtaining 

spatial data elsewhere  

Data Quality: Accuracy and Positioning, Positional accuracy,Attribute accuracy, 

temporal accuracy, Lineage, Completeness,Logical consistency 

Data Preparation: Data checks and repairs, Combining data from multiple sources 

Point Data Transformation: Interpolating discrete data,Interpolating continuous data 



5 Cyber Laws  Unit I: 

Power of Arrest Without Warrant Under the IT Act, 2000:  

A Critique, Crimes of this Millennium, Section 80 of the IT Act, 2000 – A Weapon or a 

Farce? Forgetting the Line Between Cognizable and Non-Cognizable Offences, 

Necessity of Arrest without Warrant from Any Place, Public or Otherwise, Check and 

Balances Against Arbitrary Arrests,Arrest for “About to Commit” an Offence Under the 

IT Act:  

A Tribute to Draco, Arrest, But NO Punishment! Cyber Crime and Criminal Justice: 

Penalties, Adjudication and Appeals Under the IT Act,2000: Concept of “Cyber Crime “ 

and the IT Act , 2000, Hacking, Teenage Web Vandals, Cyber Fraud and Cyber 

Cheating, Virus on the Internet, Defamation, Harassment and Email Abuse, Cyber 

Pornography, Other IT Act Offences, Monetary Penalties, Adjudication and Appeals 

Under IT Act , 2000, Network Service Providers, Jurisdiction and Cyber Crime, Nature 

of Cyber Criminality, Strategies to Tackle Cyber Crime and Trends, Criminal Justice in 

India and Implications on Cyber Crime 

Unit II: 

Contracts in the Infotech World:   

Contracts in the Infotech World, Click-Wrap and Shrink-Wrap Contract: Status under 

the IndianContract Act, 1872, Contract Formation Under the Indian Contract Act, 1872, 

Contract Formation on the Internet, Terms and Conditions of Contracts. Jurisdiction in 

the Cyber World:  

Questioning the Jurisdiction and Validity of the Present Law of Jurisdiction, Civil Law 

of Jurisdiction in India, Cause of Action, Jurisdiction and the Information Technology 

Act,2000, Foreign Judgements in India, Place of Cause of Action in Contractual and IPR 

Disputes, Exclusion Clauses in Contracts, Abuse of Exclusion Clauses, Objection of 

Lack of Jurisdiction, Misuse of the Law of Jurisdiction, Legal Principles on Jurisdiction 

in the United State of America, Jurisdiction Disputes w.r.t. the Internet in the United 

State of America 

Unit III: 

Battling Cyber Squatters and Copyright Protection in the Cyber World:  

Concept of Domain Name and Reply to Cyber Squatters, Meta-Tagging, Legislative and 

Other Innovative Moves Against Cyber Squatting, The Battle Between Freedom and 

Control on the Internet, Works in Which Copyright Subsists and meaning of Copyright, 

Copyright Ownership and Assignment, License of Copyright, Copyright Terms and 

Respect for Foreign Works, Copyright Infringement, Remedies and Offences, Copyright 

Protection of Content on the Internet;  

Copyright Notice, Disclaimer and Acknowledgement, Downloading for Viewing 

Content on the Internet, Hyper-Linking and Framing, Liability of ISPs for Copyright 

Violation in the Cyber World: Legal Developments in the US, Napster and its Cousins: 

A Revolution on the Internet but a Crisis for Copyright Owners, Computer Software 

Piracy 

 

 

 


